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Reliable selfish node detection algorithm for opportunistic networks

REN Zhi, TAN Yong-yin, LI Ji-bi, CHEN Qian-bin
(Chongging K ey Laboratory of Mobile Communication Technolo y, Chongging U niversity of Posts and Telecommunications, Chongging 400065, China)

Abstract: To address the problem of detection accuracy affected by situations like the omission of node receiving wrong
frame and failure of monitoring beyond nodes' communication range during the consideration of the ex ing selfish node
detection algorithms in opportunistic networks, a novel and reliable selfish node detection algorithm——RSND algo-
rithm for opportunistic networks was proposed. It employs wrong frame analysis based on cross-layer monitoring me-
chanism, information excavation based on node encounter and node distance estimation based on RSSI three new me-
chanisms to eliminate the influence of node's selfishness detection due to wrong frame and failure of monitoring beyond
nodes communication range, improving the reliability of detection. Theoretical analysis verifies the effectiveness of
RSND, and simulation results show that RSND can improve selfish node detection accuracy ratio and network through-
put at least 6% and 4%, as compared to the existing selfish node detection algorithm based on 2-ACK and watchdog de-
tection algorithm.
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